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Content of your Quick Start Guide:

e Smarx OS® Protection Kit installation
e Overview of available options of the Smarx OS Control Center

o Software protection in minutes with AutoCrypt

Your CRYPTO-BOX® Protection Kit includes:

e CRYPTO-BOX USB XS, Evaluation Version (same codes for all)
e OR: CRYPTO-BOX USB with your own customer-specific codes

e CD of the Smarx OS software

e Compendium (available in printed form and as a PDF file on CD).

The latest version always can be found on www.cryptotech.com

If something is missing, please contact us at:
+1 770 904 0369 or support@cryptotech.com

Installation (Windows Vista/XP/2000)

e Do not connect the CRYPTO-BOX to your PC yet!

e Place the CD in your CD-ROM drive. If the CD does not automatically start,
trace to Start -> Run and enter X:\Setup (whereby , X" stands for the letter
assigned to your CD-ROM drive).

e From the menu, select Smarx OS® Professional Protection Kit and
click on Install.

e Wait until the installation program has ended and the Smarx OS®
Control Center appears.

e Now connect the CRYPTO-BOX to any free USB port - the Windows
Hardware Wizard will start shortly thereafter. Click on Next to automatically

install the driver.

Installation (Linux and Macintosh):

Notes on installing the libraries for developers using Linux and Mac OS can
be found in the LINUX.TXT file and the MAC.TXT file in the main folder on
the CD-ROM.
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() Quick start

A brief introduction to some of the
features of this kit.

Options: Protection of applications
with AutoCrypt, manual integration
with the Smarx OS programming inter-
face and Document Protection.

@ Driver installation and diagnostics
tool

CBUSetup is used to install the
CRYPTO-BOX drivers. You can deliver
it together with your protected appli-
cation or integrate it directly into your
installation routine.

MarxProbe is used for diagnosing er-
rors. In the event that the CRYPTO-BOX
is not recognized by your system, you
can run MarxProbe to perform an analy-
sis of the system and create a report.

() Partition Editor

The Partition Editor allows you to
customize the way in which the
CRYPTO-BOX memory is used for your
application. The Partition Editor can be
used to create, change and delete par-
titions for various applications such as
AutoCrypt, integration with API, docu-
ment protection and much more.

@ AutoCrypt Manager

With AutoCrypt, you can protect
Windows applications in just a few
minutes, without needing to access
the source code of the application or
having any programming skills. All of
the steps are described in detail on the
following pages.

() Document Protection with DRM

Safe distribution of electronic docu-
ments with Document Protection. Only
users with a valid CRYPTO-BOX USB
connected to their PC can read the

encrypted documents. The documents
also can include an expiration date and
licenses can be renewed via remote up-
dates (Digital Rights Management).

(® Manual integration for developers
using the Smarx 0S® program-
ming interface

The Smarx OS API allows developers to

fully exploit all the possibilities availa-

ble with the CRYPTO-BOX USB by inte-
grating within the source code of their
applications. Examples for all common
developing environments such as C++,
.Net and Delphi are included.

(@ License management in networks
Protect your application on all network
PCs with just one CRYPTO-BOX.

Smarx 0S° Demo

This allows you to test the functions of
the Smarx OS programming interface

(® Data Security

The Smarx OS Data Protection API
allows you to protect important infor-
mations , databases or tables.

Documentation

The Smarx OS Compendium as a PDF
file, as well as information about the
version of the Protection Kit.

@ Web API

Users of a web application can be
authenticated by their CRYPTO-BOX.



How to protect a Windows application in just a few minutes using AutoCrypt:

In the Control Center select “AutoCrypt Manager as part of SXAF” -> “Launch
Smarx OS Application Framework.”

If you start the Smarx OS Application Framework (SxAF) for the first time the
following window appears:

Smarx OS@ Application Framework @

Mew database was created and is empty, What do yvou want to do?
" Leave database empty

" Restore database from backup

+ Create demo projects

K h ‘ Cancel | Help

Choose the option “Create demo projects” and click “OK" to approve a new
project creation.

Demo projects contain pre-settings, which are useful for a demo.

The main window of the Smarx OS Application Framework acts as control-
center. Choose from the following options:

e Create new projects, or access the documentation and help file.
e Under “Projects” you can create new projects or change/delete existing
projects.
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With “CB Format” you are able to configure the CRYPTO-BOX modules with your
own project settings.

"RUMS"” allows you to process Remote Update Request from the end-user.

Under “End User” you are able to safe the data of your end-users, these facts can
be assigned to a specific CRYPTO-BOX module — this is useful for Remote Updates.

e Smarx 0S® Application Framework, Default database @EI@I

////Welcome to Smarx OS® Application Framework////

> Common Tasks 5 Recent Projects
x %@Pﬂm Hame Madification date Locked status
®  Additw User

IZi Remote Update Unprocessed Request(s)
@) Getting Started
® Introduction to
Smarx 0S8
Application
Framewrork
® Read Smarx 05@
Compendium

Project User Receive Date

Learn more about
MARK




Click on the main menu “Create Project”. Choose as project type “AutoCrypt” and
enter a project name.

In the lower field, you can select an existing project whose settings you would like to
apply. This can be ignored for the time being.

Leave the setting “AutoCrypt (local)” (CRYPTO-BOX will be inquired directly on the
local PC) and click “OK", to get to the General Settings.

On the General Settings you can change the name of the project, add a description
and choose the right hardware profile.

AutoCrypt uses hardware profiles in which the access codes for the CRYPTO-BOX
are saved. If you have a CRYPTO-BOX Evaluation Kit, you are able to use the preset
"cbu_demo” profile. If you already have customer-specific CRYPTO-BOX modules
(e.g. Starter Kit), use the hardware profile from the supplied CD or request it directly
from MARX. Click on “Import profile” and select the drive and folder path where
your hardware profile is saved (e.g. CDROM-drive).

Create Project

Project Type

(X

|AutoCrypt

AutaCrypk Manager provides protection of customer applications
without any programming or embedded code.

The AutoCrypt Manager allows to wrap any existing executable file
with a secure layer of protection.

Project Marne

| My fuboCrypk project|

[ Inherit settings from

* AutoCrypt (Local)
" AutoCrypt (Metwork)

iOK | Cancel ‘

Help




Afterwards click on the left section of the screen on “Application”. Now click on the
“Add Application” button to select your application to be protected.

At the bottom you can specify the partition number to be used for saving the licensing
options for your application on the CRYPTO-BOX. Do not change the default setting
here. Now click on “OK" to switch to the screen with the protection and licensing
option settings for your protected application.

o)

[ General Settings

&
Add New Application Module E3]: tecod with one crvpro-B0%@. Each

may have individual protection settings

Select original application to be protected

[ CiProgram Fles|MARK Softnare Secunty|Smar0s PP Toos{g:diF applcat E‘

Select partition where application data ohiscts will be stored. Add Application

¥ou may share one partition with other application (use the same data objects in
CRYPTO-BOXG) or use different partition for each application, G [ Fartiion [

For a new partition subrmit partition number (should be from 101
101 to 65535),

|

OW\ | Cancel

Remove Application
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On this screen you will see options for determining the level of protection for your appli-
cation. “Compress-Encrypt application” is used to automatically compress and encrypt
your protected application. “Enable anti-debug protection” offers effective protection
against debugging, as the application is not executed while a debugger is running on the
system. When the “Enable periodic check every” option is selected, a check is made at
regular intervals to verify that a CRYPTO-BOX is connected. This option definitely should
be selected, however do not use too small of a value for the time interval (recommended
intervals: 30 seconds or more).

@ Smarx 0S® Application Framewark, Default database EEX
Framework Database OLM MPIZSx Project Application Help

% FE P FLHDE R

AutoCrypt : My AutoCrypt project - 32bitapp - Protection Settings
[ General Settings

5 Applications
[ s2bitapp

Fratection Settings ] Dats Objects | Dislog Messages |

Projects
Set customized protection options to your application: compressfencrypt application with

hardware AES key, anti-debug check, check hardware presence periodically,
G0 to Data Objects section to set smark data objects protection.

Goto Dislog Messages section to customize message dialogs, displayed by protected
application,

[V CompressjEncrypt application

[¥ Enable anti-debug protection

I&Enah\e periodic check every 0 | seconds

When a protection strategy Is selected, protection options ars set, data obiscts and ~
application messages are customized you can protect your application, =
Click on "Protect Application” button ko protect application (sslect directory where ko put v

Protect Application
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In the center “Data Objects” you will see comprehensive licensing options such as
placing a time limit on a license, limiting the number of program starts, additional
password querying and much more. Click on “Add DataObject” to select or change
the desired options, e.g. Expiration Days or Run Counter. Below you find an overview
of the selected Data Objects.

QSmarx 0S® Application Framework, Default database
Framework Dataase OLM MPI2Sx  Froject Application  Help

=P f L RDE G

AutoCrypt : My AutoCrypt project - 32bitapp - Data Objects
[ General Settings

= applications
[ s2bitapp

Protection Settings  Data Objects | Dialog Messages |

Set smart data objects, to be verified by protected application {application usage:
expiration, file manipulations detection, etc). Data objects are programmed into
CRYPTO-BOR® partition, so application may be used only when CRYPTO-BOX® is

presert.
| ppiication Checksum | ‘Add DataObjsct
Data Object Type | offset | value [
[ZRrun Counter [
[EExpiration Date 4 3/31{2007

Edt Datachiect Remove DataObject

When a pratection strategy is selected, protection options are set, data objects and ~
application messages are customized you can protect your application. =

Click on "Protect Application” button to protect application (select directory where to put -

Frotect Application
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By selecting “Dialog Messages” you can configure those dialog boxes that your pro-
tected application is to output under certain circumstances (e.qg. licensing information or if
the CRYPTO-BOX was not found). To do this, select the desired message and click on “Edit
Dialog”. If you select “Display License Agreement”, a license text will appear every
time an end-user starts the program. The end-user will have to confirm their acknowledg-
ment of this agreement in order to continue. If you activate “Display License Status”,
every time before the program starts, the license status will be displayed (according to your
settings under “Data Objects”). All Status texts and failure notices can be configured
individually: to proceed select the requested notice and click on “Edit Dialog”.

0 Smarx 0S® Application Framework, Default database
Framework Datahase OLM MPI2Sx Froject Application  Help

AutoCrypt : My AutoCrypt project - 32bitapp - Dialog Messages
[ General Settings

/5 Applications
[ 32bitapp

Protection Settings | Data Objects  Dialog Messages

Customize dialog boxes which will be displayed by your protected application (License
stakus, protection violation, etc.)

I~ Display License Agresment

¥ Display License Status

Message Type | Description [ »

Critical Error: displayed F protection DLL not Found o co. ..

Pratection Error: displayed If CRYPTO-BOX® not vald

Integrity Error: displayed if application corrupted {modified)

Debug detected: displayed F external debuagsr detscted

liranca snraarmant o dicrlawad Far niear nrFivem abion b

Edic Dlalug[

When a protection strategy s selected, protection options are set, data objects and ~
application messages are customized you can protect your application. S
Click on "Protext Application” button to protect application (select directary where to put )

Protect Application
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Once you have configured all settings to meet your requirements, click on “Protect Ap-
plication” to create the protected application. A window will appear, on which you can
define the file name of your protected application and also the location where it should
be stored. Afterwards click save.

Your program is successfully protected! Now you can format one or more CRYPTO-BOX
modules for use with your protected program. Therefor click on the left section of the
menu bar on “CB Format”.

The following window provides an overview of all projects already created. Click on your
created project — under “Project Summary” you will find all of your project settings.

g Smarx 0S@ Application Framework, Default database
Framework Database CRYPTO-BOX® Format MPI2Sx  Help

CRYPTO-BOX® Formatting

Name Project Typs Description

Last Changed

2 #4P1-based Protection Demo ... Protected with APT

8] Autacrypt Local Demo Project  AutoCrypt (Local)

&l) autocrypt Netwark Demo Pr...  AutoCrypt (Network)
e )

ject:

Froject Summary

Froject Name: My AutoCrypt project

Bax Profile: chu_demo (RUMS licence: YES, Network licence: VES)

Application Module 32bitapp:

Datasbject (Type: Run Counter, Offset: 0, Size: 4, Value:)
Datasbject (Type: Expiration Date, Offset: 4, Size: 4, Value:3(c
Datacbject (Type: Password , Offset: 8, Size: 4, Valus:demo)
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Wednesday, February ... no
Wednesday, February ... no
Wednesday, February ... no
e February ...

Generate Remote Update Tool

Here you can generate Remate Update Tool for
this project

Generate

Farmat CRYPTO-BOXE

Here you can format one or more your
CRYPTO-BOMes for this project

I™ Number of CRYPTO-BORes:

Format




Click on the button “Format” on the right side. Make sure that your CRYPTO-BOX is
plugged into the USB-Port and click “Format Next"”.

By request you are able to format further CRYPTO-BOX modules. Therefor click on
"Format Next”, or to end click on “Stop Formatting”.

CRYPTO-BOXGE Formatting, ]

Information about formatted CRYPTO-BOResE

Setial Number Date User
&7 0x002bhEz7 wednesday, February 21, ...
Project
I :l
AutoCrypt Partition ~
Partition #101

AutoCrypt Partition deleted

CRYPTO-BOX memory need to be redistributed

AUtoCrypt Partition created, new size: 153 bytes

Partition #101 reated, new RAM sizs: 12 bykes, RAMZ size: O bytes, RAM3 sizs: 0
Cpening partition #101

Daka Object: Run Counter
Daks Object: Expiration Date
Data Object: Password
CRVPTO-BOR No 1 has been successfuly Formatted!

Formatting 2 Formpak Mext Stop Formatting
a1

Congratulations!
You have successfully protected your application!

Now start the application and test all protection options.

Delivery to your customers

1. Your protected application.

2. Provide the CRYPTO-BOX drivers (simply use the CBUSetup.exe program for driver
installation). More information can be found in the Control Center by clicking on
“Driver Installation Utility and Diagnostics Tools".

3. The CRYPTO-BOX.

The Smarx OS Protection Kit, however, offers you even more:

Several programs can be protected with one single CRYPTO-BOX, or update a license
directly at the customers site via Remote Update. The Smarx programming interface

provides unlimited opportunities for implementing individual protection and licensing
options in the source code of your application. More information can be found in the

Smarx OS Compendium.

A complete overview of all products can be found in
our Web catalog at www.cryptotech.com.




Control Center: Main purpose

e Central control point for quick access to all Smarx OS Protection Kit applications.

e Provides you with a quick guide and overview of the individual options.

password check.

The main advantages of the AutoCrypt Manager

Protect Windows applications in just a few minutes.
e Protected applications only can be executed with a matching CRYPTO-BOX.
e You do not need any source code or knowledge of programming.

e The AutoCrypt Manager offers comprehensive protection functions such as encryption,
tampering detection and anti-debugging protection.

e Many licensing options are available, such as limitation of application runs, time limitation and

e Protect several applications with a single CRYPTO-BOX.
¢ Take advantage of remote updating of CRYPTO-BOXes directly by your end-users.

www.cryptotech.com

MARX Software Security GmbH

Vohburger Strasse 68

D-85104 Wackerstein

Germany

Phone: (+49) (0) 8403-9295 0

Fax: (+49) (0) 8403 -1500
Lsupport-de@marx.com
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