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WebSecurity Online Demo

Described Version: WebSecurity 2.0

Also Applicable For: WebSecurity 2.0 and up

Target Platforms: Windows Vista 32/64, XP, 2000, Linux, Mac OS
MARX Hardware: CRYPTO-BOX® USB

Secure Client Authentication!

Web Security from MARX® provides a secure way for client authentica-
tion via Internet/Intranet and allows secure transactions between remo-
te server and the client (end user) who is in possession of an USB-Token
(CrypToken® or CRYPTO-BOX® USB from MARX). This means: only the
client who has valid CrypToken attached to his computer is allowed to
login. Furthermore, the contents of client’s CrypToken can be used by
Web applications (JSP or ASP-based) for making decision on providing
various services (give access) to the client. The CrypToken memory can
be also updated on the fly by the server side.

* Secure authentication of clients: only authorized clients with a valid CrypToken
can access the server or a special area of the server! Or do you really know how
many persons share one password to login into your web portal?

e Secure transfer of information to client’s CrypToken: it allows you to create and
update client profiles remotely.

* Remote update of data (counters, expirations, license information etc.), stored

in the CrypToken memory on client side.

Copyright © 2007 MARX® CryptoTech LP

MARX

CryptoTech’

y.indd

Mobilize Your Authentication! www.cryptotech.com

[ n007_rd(WP_WebSecurit,



Web Security: online demo

Web Security

1. Introduction

Web Security from MARX® provides a secure way for client authentication via Internet/Intranet and
allows secure transactions between remote server and the client (end user) who is in possession of an
USB-Token (CrypToken® or CRYPTO-BOX® USB from MARX). This means: only the client who has
valid CrypToken attached to his computer is allowed to login. Furthermore, the contents of client's
CrypToken can be used by Web applications (JSP or ASP-based) for making decision on providing
various services (give access) to the client. The CrypToken memory can be also updated on the fly by the
server side.

This can be used for a wide range of applications:

e Secure authentication of clients: only authorized client with valid CrypToken can access the server
or a special area of the server! Or do you really know how many persons share one password to
login into your web portal?

e Secure transfer of information to client’'s CrypToken: it allows you to create and update client
profiles remotely.

e Remote update of data (counters, expirations, license information etc.), stored in the CrypToken
memory on client side.

Web Security version 2.0 is based on Smarx OS® platform, so it's compatible with other Smarx OS
programming interfaces and applications, solutions. Smarx OS base functionality is utilized by Web
Security for:

e Establishing secure connection;

e Client authentication and transactions encryption;

¢ Reliable transaction mechanism (based on Smarx OS Data Objects API).

Web Security supports most popular environments:

Client:
e MS Internet Explorer, Mozilla, Firefox for Win32 platform.
e Mozilla for Linux platform.

Server:

e JSP environment for Win/UNIX platform
e ASP.NET environment for .NET platform

2. Web Security online demo

CrypToken Security Kit includes Web Security client and online demo, showing its functionality. The online
demo is the easiest way to evaluate Web Security. This section contains a brief guide, which will help you
to start evaluation. A complete documentation which also covers the server side is included in the full
version of WebSecurity.

2.1.Installing Web Security Client
Open Web Security page of the CT Control Center and install Web Security Client.

Now you should check if your browser is configured properly and if components/plug-ins could be
initialized on the Web pages, generated by server application.

For correct work Cookies and JavaScript should be enabled in your browser settings. Most probably they
are enabled, but let's check it.
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a) For Microsoft Internet Explorer go to Tools -> Internet Options -> Security tab:

General  Security |C0ntent I Conneckions | Programs | &dvanced |

Select a Web conktent zone to specify jts security settings,

® O @

Internet Local intranet  Trusted sites Restricted
sites

Internet

This zome contains all Web sites vou Sraaa |
haven't placed in other zones =

— Security level For this zone

Custom
Cuskam setkings.
- To change the settings, click Custom Lewvel,
- To use the recormmended settings, click Default Level,

Default: Level |

(o] 4 Cancel | dnpli

Fig 1.Checking browser settings for IE: stepl

Select Custom Level and correct Security Settings:

Security Settings ) ﬂﬂ

Settings:

{9} Enatle d
) Prompt

|&] Cookies

@ Allow cookies that are stored on your computer
O Disable J
{9} Enable
) Prompt

@ Allow per-session cookies {nok stored)

O Disable
@
O Prowgic

E Downloads

@ File download
P T TP 2 P %
0 | 3
—Reset customn setkings

Reset ko: IMedium j Reset |
Ok I Cancel |

Fig 2.IE: correcting security settings - enable cookies
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Security Settings ]

Settings:

) Prompt
@ Iserdata persistence
) Disable
(¥} Enable
Scripking
Active scripting
) Disable
@
) Prolivat
Allow paste operations via script
) Disable
) Enable
(%} Prompt

Tevimbima ~F Tonin mmeleabe

=
< |

J
o

2l x|

~ Reset customn setkings

Reset ko IMedium—IDw

j Reset |

o]

Cancel |

Fig 3.IE correcting security settings - enable active scripting

b) For Mozilla go to Edit -> Preferences and correct Cookies and JavaScript settings:

Preferences
Categar - »
ot S Cookies
Appearance %
I Mavigatar I~ Cookie Acceptance Palicy
History )
. () Block cookies

Helper Applicat. ..
Smart Browsing
Inkernet Search

- Tabbed Browsing
Downloads [~ Cookje Lifetime Palicy
Composer
EPrivaicy B Sacurity (%) Accept cookies normally
~Cookies
Images
Popup Windows ) Ask for each cookie
Forms
Passwords [~ Manage Cookies and Sites -
Master Passwoa...
S50
-Certificates
-yalidation
=1 fidieancad

above,

() Allows cookies For the originating web site only

() Allow cookies based on privacy settings

(") Accept For current session anly

(O Accept cookies for |00

Allows yaou ko view and manage stored cookies and per-site settings For
accepting and rejecting cookies, Per-site settings will override the settings

Conkie Manager

[

Ok

] l Cancel l [ Help

|

Fig 4.Mozilla: correcting security settings - enable active scripting
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Preferences g|
Cakeqgar : :
s Scripts & Plug-ins
Appearance
iaMusto - Enable Javascript For B
[ Composer ;
V] Mavigat
Privacy & Security [] Navigator
H advanced

; Allow scripts bos
Scripts & Plug-ins

Move or resize existing windows

Ketioara: avigation Raise or lower windows

Carhe Hide the status bar
Prozies Change status bar bext
HTTP Metworking Change images
Software Installation Disable or replace conkext menus
Mouse Wheel
~Syskem

[ QK l [ Cancel ] [ Help ]

Fig 5.Mozilla: correcting security settings - enable active scripting
Now you can go to Web Security Net Setup page to check your browser settings online:

http://www.marx.com:8080/websec/netsetup/netsetup.jsp

Follow instructions to check your configuration. If client component is installed and browser is configured
correctly you will get the following results (depending on your OS, browser type and component/plug-in

version):

a) Microsoft Internet Explorer ActiveX:

; websec NetSetup - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

Qrack » © ~ [x] [#] @0 | ) search S cFavorites €9 | (v o v | K 25

Address |@l it /i, mar, com ;8080 websec e tsetp/netsetLp- Lisp j Go.

@

| Links

WebSec NetSetup - analyze browser

The following configuration was detected:
0 Compatible browser detected.

0 Cookies enabled.

0 JavaScript support detected.

Fig 6.Diagnostics results for Internet Explorer ActiveX object: screenl
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a WebsSec NetSetup - Microsoft Internet Explorer

File Edit Wew Favorites Tocls Help

Back ¥ L9 v |x] |&] 0| [Dsearch §'cFavorites €4 | (v i B v |
k.:) X ra }/\ ﬁ [.- = = |

Address |§_'] bt i mar.com BOB0websecnetsetup/netsetup- 2. jsp

WebSec NetSetup - analyze COM object

The following configuration was detected:

0 WebSec compatible ActiveX COM object detected.
Version: 2.0.5.210

Fig 7.Diagnostics results for Internet Explorer ActiveX object: screen2

b) Mozilla / plug-in

BF websec NetSetup - Mozilla

. File Edit ¥iew Go Bockmarks Tools Window Help

| @Q @ @ @ .[% http:/fwwew. mary. com: 8080 fwebsec/netsetup/netsetup-1. jsp
a i - - -

-! 45 Home | EIBockmarks S mozilla.org % mozilaZine S mozdey.org

WebSec NetSetup - analyze browser

The following configuration was detected:

Compatible browser detected.
Useragent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-U3; rv:l.7.3) Gecko/Z0040310

0 Cookies enabled.

0 Javascript support detected.

Fig 8.Diagnostics results for Mozilla plug-in: screenl

[EF websec NetSetup - Mozilla

. File Edit “ew Go Bookmarks Tools Window Help

| @Q @ @ @ .[% htt: /fvweww . marx.com: 8080 Awebsec netsetup/hetsetup-2. jsp

A|

- A& Home | EIBaokmarks S mozilla.org S mozilaZing S mozdey,org

WebSec NetSetup - analyze Mozilla plugin

The following configuration was detected:

WebSec compatible Mozilla plugin detected.
“arsion: 2.0.5.224

Fig 9.Diagnostics results for Mozilla plug-in: screen2
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2.2.Configuring CrypToken® for online demo evaluation

Demo configuration tool (democfg.exe) is Win32 application, included to CT Security Kit. This tool is used
to program demo user profiles into CrypToken® demo partition (#999). RSA key pairs, used for client
verification (demo values) are already programmed to every demo CrypToken®, distributed by MARX.

You need to use this tool to configure your CrypToken before evaluating the online demo. Launch
democfg.exe from the Web Security page of the Control Center. Alternatively, you can download the
Configuration Utility and the WebSecurity Client for your browser from the MARX homepage:
http://www.marx.com:8080/websec/download.html

,-F MARX® Web Security - Demo Configurator v j = | = |i|

This ufility will configure & demao
CrypToken for the MARXE Weh
Security demao.

— Configure CrypToken as..
i - Uger "Alice" is awvalid user for the
Alice anline demao.
Bob User "Bok" is awalid user for the
2 online demao.
Configure custom user for the
Custom user anline demo.

Fig 10.Demo Configuration Utility: main screen

You can choose predefined user profiles of “ Alice” or “Bob” or submit “Custom user” information:
Custom CrypToken configuration il

— Configuration data.

First name: IRDanW'

Last name: ISmlth

Birth date: |12””1959

Gender: IMaIe :,v

{+11123 456 73490

Fhone:
Address: |25 hain streat, Mew City, CA
Comments: IWeb Security Demo Customer

(0]:4 I Cancel

Fig 11.Customizing user’s profile

NOTE: The first found demo CrypToken will be programmed — so, please, check if the only one
CrypToken is attached to your PC, to be sure that you will configure the right one.
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2.3.Evaluating the online demo

Now you are ready to test MARX® Web Security Online demo:
http://imww.marx.com:8080/websec/login.jsp

Step 1: Client Login

; MARXE Web Security 2.0 demo - login - Microsoft Internet Explorer jgl = | | |i|
Fle Edt ‘ew Favorites Tools Help | i
@Back > \‘p,] v \ﬂ @ :h | )T" Search \_j\L\_/Favorites ﬁ}| |':-_';";' :1,'_ =i _] @ i by 8
Address |gj hitp://10.10. 10, 101:8 180/websecdogin. jsp j Go ||_inks > &y ‘| Morton Antivirus & v
LoeNn  IEENEN
v) MARX® Web Security 2.0 Demo

Step 1. Client Login

Input password: [sees

Nofe: Your demo CrypToken should be aftached fo the computer,
before you press “Login” button,

Login |

Copyright © 2002, 2005 by MARXE CryptoTech LP

B

|&] Done [ [ [ [ | |smnteret

Fig 12.Web Security online demo: client login

Enter CrypToken’s password (“demo” by default). Because Smarx OS Single Sign-On environment is
installed on your computer, user password (PIN) will be requested with standard SSO dialog, and input
field on web page will be disabled.

x|
Enter password: I‘““‘“‘1

Ok | Cancel |

Fig 13.Web Security online demo: entering password (SSO)

In case of successful client verification, you'll come to the next page.
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Step 2: Client Verification
If demo CrypToken was successfully verified, information about its serial number will be displayed.

3 MARKE Web Security 2.0 demo - verification results - Microsoft Internet Explorer jgl = | |} il
Fle Edit Vew Favorites Tools Help o
@Back - ‘-‘d] - |ﬂ @ ;;j | )ﬁ. Search \;}( Favarites {5}‘ e :f =l % i ) 3
Address |@] it ££10. 10, 10, 101:5 180 Awetsec fverifyrasUlt. jsp j e 50 ‘Links = |@ ‘| Morton Antivirus &+
DIAGNOSTICS INEIEOTNIIN  LOGOUT  HELP |
Q MARX® Web Security 2.0 Demo
Step 2. Verification results
CrypToken® with SN = 0xB3900975 is attached.
Success: demo CrypToken is verified!
Client details
Copyright © 2002, 2005 by MARX® CryptoTech LP
<]
& [ [T T e mteret 4

Fig 14.Web Security online demo: verification results

Now press “Client details” button to see client specific information, programmed into CrypToken with
democfg tool. This information is obtained with a memory block read transaction.
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Step 3: Client Info

3 MARXE Web Security 2.0 demo - simple memory transaction - Microsoft Internet Explorer | jﬂl = |EI |i|

Ele Edit ¥ew Favorites Toolks Help

Qoack > @ ~ [x] 2] | ) Search ¢ Favorites {:‘| RraFr B/l 3

Address |§'_’l http//10.10.10. 101:8180/websec/fransacton. jsp j Go |L\mks >y ‘|N0rton Anfivirus 8 v
| DiacnosTICS JICNENIETEON LOGOUT  HELP |
Q MARX® Web Security 2.0 Demo

Step 3. Client Info

CrypToken S/N 0xB3900975
First name Robert W.
Last name Smith
Sex M
Date of birth 12/11/1969
Phone (+1) 123 456 7890

Address 25 Main street, New City, CA

Comments Web Security Demo Customer

Copyright © 2002, 2005 by MARX®E CryptoTech LP

[&] Done T [ @meret
Fig 15.Web Security online demo: Client Info

=N

All details on server side programming can be found in the full version of this product which can be
ordered from MARX (see next page for MARX distributors).

Copyright © 2002, 2005 MARX® CryptoTech LP Page 9 of 10



Web Security: online demo

3. Distributors

USA Sales: sales@cryptotech.com
MARX CryptoTech LP Support: support@cryptotech.com
4485 Tench Road Phone: (+1) 770-904-0369
Suite #310 Fax: (+1) 770-904-3893
Suwanee, GA 30024 E-Mail: info@cryptotech.com
USA

www.cryptotech.com

Germany Sales: sales-de@marx.com
MARX Software Security GmbH Support: support-de@marx.com
Vohburger Str. 68 Phone: +49 (0) 8403 9295-0
D-85104 Wackerstein Fax: +49 (0) 8403 1500
Germany E-Mail: contact-de@marx.com

www.marx.com

Italy Sales: Giorgio del Bene

CS Computers S.r.l. Phone: +39 (0) 541/963-801

Via Indipendenza, 4-12 Fax: +39 (0) 541/953-847
[-47033 Cattolica (FO) E-Mail: cscomp@cscomputers.it
Italia

Www.cscomputers.it

Poland Sales: Gregor Bigos
Microplan Polska Sp. z o.0. Phone: +48 (0) 61 8518916
Polwiejska 3 Fax: +48 (0) 61 8518774
PL-61-885 Poznan E-Mail: big@microplan.pl
Polen

www.microplan.pl
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